Corporate Capabilities

Company Overview

Cyber Force One (CFONE) builds, secures and operates enterprise-class information technology
systems for federal, state and local governments as well as commercial clients. As an IT solutions provider based
near Washington, DC, our engineers, analysts, compliance experts and project management team work together
with our clients’ stakeholders to implement solutions that protect systems and streamline, optimize, and maximize
business performance. Our mission is to provide stellar, cost-effective services and successful outcomes to our
clients as a premier IT consulting services firm. Striving always to surpass client expectations, we are guided in our
work by our core principles: customized service, value delivery, comprehensive excellence and equal opportunity.

e Information Security o Network Monitoring & Traffic Analysis

o Risk Analysis e Intrusion Detection

e Information Assurance o Digital Forensics

e Penetration Testing e Regulatory Compliance (e.g., NIST, FIPS,
Cybersecurity o Vulnerability Assessment OMB, FISMA)

e Security Assessment e Computer Network Defense Systems

e Assessment & Authorization (A&A) e SOC Operations

o Gap Analysis o Plan of Action and Milestones (POA&M)
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o e Help Desk / IT Support e System & Infrastructure Management
w e Tier1, 2,3 & 4 Support e Data Backup & Recovery Management

. o Network & System Administration e License Management
IT Operations & [N Network/Hardware Support e |T Service Management (ITSM)
Maintenance o Database Administration e Cloud Migration

e Software Maintenance & Upgrades e And much more... J

e Full Range of IT Professionals e Subject Matter Expert (SME) Vetting

e Highly Qualified and Certified e Permanent/Full-time

Personnel e Contract-to-Hire
IT Staff e Requirements Matching
Augmentation y,
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Department of Homeland Security

i CFONE provides a wide range of skillsets and capabilities to support the DHS Data Center and Cloud
Optimization Support Services (DHS DCCO) contract: security operations center (SOC) services — including
incident management/response, security monitoring, Information System Security Officer (ISSO) support, FISMA
compliance, security engineering resources, and vulnerability management — as well as risk and compliance ser-
vices, cybersecurity governance, management of cloud-based computing services, end-to-end technical
requirements management for enterprise IT services, program management, application integration, business
and requirements analysis, integration, testing, change management, innovative architectural support, and
ongoing cloud and application management.

Our team supports the U.S. Coast Guard Information Management Services (IMS) with cybersecurity governance
and risk and compliance services, including ISSO support responsible for day-to-day oversight of FISMA
compliance functions and transition support.
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CFONE performs cybersecurity governance and risk and compliance services in support of the Transportation
Security Administration (TSA) IMPACT Il IAD, including ISSO support responsible for day-to-day oversight of
FISMA compliance.

Pyramid Systems, Inc.
CFONE conducted the program audit of a Pyramid system, validating that security controls were operating as
intended while providing a secure system that protected the confidentiality, integrity, availability and privacy of
the client’s data. We also reviewed contractual and security requirements against industry best practices (e.g.,
FISMA. NIST. FedRAMP).

518210 Data Processing, Hosting and Related Services

541511 Custom Computer Programming Services

541512 Computer Systems Design Services

541513 Computer Facilities Management Services

541519 Other Computer Related Services

541611 Administrative Management and General Management Consulting Services
541612 Human Resources Consulting Services

541990 All Other Professional, Scientific and Technical Services

561110 Office Administrative Services

NAICS Codes
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